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Abstract – After the ARP and IP were drafted, a subtle 
weakness in the Address Resolution Protocol was 
discovered. Unlike TCP, ARP relies on raw sockets and 
like UDP; ARP provides no means to establish the 
authenticity of the source of incoming packets. Although 
this problem can be resolved in case of UDP packets by 
considering alternate approaches such as DNS replies 
being sent over TCP rather than UDP using the DNSSEC 
architecture so that false DNS replies may not be 
accepted by a host; ARP is still prone to similar attacks. 
This paper identifies known weaknesses of the ARP and 
analyses the impact of a network flooding utility developed 
by us, the underlying ideology of which is this very 
weakness of the ARP. The purpose of our implementation 
is to extend what conventional tools can do, by 
incorporating a network flooding module in it, and to 
simulate a flooded network where hosts are forced to 
broadcast outgoing packets to the entire network. In some 
network conditions, the gateway may also be brought into 
broadcast mode, leading to undesired results. Various 
attack strategies are considered and the network 
performance during these attacks is measured. We also 
reveal a strategy by which ICMP replies are received by a 
host trying to PING a destination, but the host fails to 
recognize these replies. Such a weakness in the ICMP can 
lead to erroneous network management.  
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I. INTRODUCTION 
 

hen two hosts wish to communicate over a 
switched network for the first time, mere 
knowledge of the destination IP address is not 

sufficient. It is essential to establish the physical location of 
the destination host, which is denoted by a unique hardware 
address that binds each host’s IP address to an individual 
port on the Layer 2 switch (obviously assuming that 

physical connections are static). This initial discovery is 
facilitated by the Address Resolution Protocol that 
communicates at the MAC level, rather than at the IP level. 
Once each host has identified the physical location of other 
hosts under the switch using the Address Resolution 
Protocol, they may then communicate using the Internet 
Protocol. 
 
After the ARP and IP were drafted [1] a subtle weakness 
in the Address Resolution Protocol was discovered [2]. It 
was realized that unlike TCP (connection oriented), the 
ARP relies on raw sockets and somewhat parallel to the 
UDP, ARP provides no means to establish the authenticity 
of the source of incoming packets. Although this problem 
can be resolved in case of UDP packets by considering 
alternate approaches such as DNS replies being sent over 
TCP rather than UDP using the DNSSEC [3] architecture 
so that false DNS replies may not be accepted by a host; the 
ARP is still prone to similar attacks. At the time of this 
writing, there exists no means to identify the authenticity of 
originating ARP packets under a Layer 2 switched network. 
Needless to mention, various attack strategies have been 
devised making use of this weakness in the Address 
Resolution Protocol.  
 
This paper identifies known weaknesses of the Address 
Resolution Protocol and analyses the impact of a network 
flooding utility developed by us, the underlying ideology of 
which is this very weakness of the Address Resolution 
Protocol. The purpose of our imp lementation dudaARP is to 
extend what conventional tools such as Ettercap, 
ARPSpoof, DSniff etc. [4] can do, by incorporating a 
network flooding module in it, and to simulate a flooded 
network where hosts are forced to broadcast outgoing 
packets to the entire network. Depending on the network 
topology, type of hardware and subnet configuration, the 
gateway may also be brought into broadcast mode. Various 
attack strategies are considered and the network 
performance during these attacks is studied.  
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II. STATE OF THE ART 
 

A. Address Resolution Protocol 
 
The ARP and related spoofing attacks have been well 
understood and documented [5, 6]. This paper is about 
the analysis and impact of ambiguous conditions created 
due to the manipulation of the expected relationship 
between the IP and MAC header of packets. A particular 
communication protocol (HTTP, ICMP, TCP etc.) may fail 
to portray expected behavior when this relationship is 
different from what it is expected to be. 
 

 
Figure 1: ARP Packet Format 

 
Solutions to ARP based attacks do exist. Firewalls, 
intrusion detection systems and intelligent switches with 
port security suffice. This paper thus, does not emphasize 
on the implementation of conventional ARP spoofing 
attacks, rather it aims to shed light on the ambiguity created 
by the same with respect to the ICMP and other protocols.  
 

 
Figure 2: Conventional ARP Talk 

 
 

B. Internet Control Message Protocol 
 
Conventional ICMP based attacks (smurf attack, ping of 
death, etc.) rely on IP spoofing since there is no provision 
of a MAC header in an ICMP packet. However, this paper 
is about the use of ARP spoofing for creating ambiguous 
ICMP related conditions.   
 

 
Figure 3: ICMP Packet Format 

 
ICMP messages are sent in several situations:  for example, 
when a datagram cannot reach its destination, when the 
gateway does not have the buffering capacity to forward a 
datagram, and when the gateway can direct the host to send 
traffic on a shorter route. The Internet Protocol is not 
designed to be absolutely reliable.  The purpose of these 
control messages is to provide feedback about problems in 
the communication environment, not to make IP reliable.   
There are still no guarantees that a datagram will be 
delivered or a control message will be returned.  Some 
datagrams may still be undelivered without any report of 
their loss.  The higher level protocols that use IP must 
implement their own reliability procedures if reliable 
communication is required. 

 
III. ATTACK STRATEGY 

 
The following attack strategies are applied using our Linux 
based C implementation dudaARP: 
 

i. Conventional ARP Spoofing 
ii. Single Host Flooding 

a. Only the host broadcasts packets destined 
to the gateway 

b. Only the gateway broadcasts packets 
destined to the host 

c. Both the host and the gateway broadcast 
packets destined to one another 

iii. Multiple Host Flooding 
a. All hosts broadcast packets destined to 

the gateway 
b. The gateway broadcasts packets destined 

to all hosts  
c. All hosts broadcast packets destined to 

the gateway & the gateway broadcasts 
packets destined to all hosts  

 
Performance analysis of [ii] and [iii] is  studied while impact 
of our attack strategy on the Internet Control Message 
Protocol with respect to [ii] is documented.  

 
 
 
 



IV. OBSERVATIONS 
 

The aftermath of our attack strategy on the HTTP/TCP and 
ICMP protocols was found to exhibit the following 
characteristics.  Here we assume A to be the attacker, B the 
client and C the gateway/server. Their IP addresses and 
MAC addresses are denoted by A_IP, B_IP, C_IP and 
A_MAC, B_MAC, C_MAC respectively. Broadcast MAC 
(FF:FF:FF:FF:FF:FF)  is denoted by BDCT_MAC. 
 
A. HTTP/TCP Packets 
 
Normally, when B wishes to communicate with C, after A  
has acquired B’s MAC address, a packet with these 
parameters is sent to C: 
  

Source IP: B_IP 
Source MAC: B_MAC 
Destination IP: C_IP 

Destination MAC: C_MAC 
 
The conventional three-way handshake between B and C 
takes place only if C receives packets from B  destined to 
the {C_IP - C_MAC} binding only. However, during a 
single host flood, packets destined to C are forced to have 
the following parameters: 
 

Source IP:  B_IP 
Source MAC: B_MAC 
Destination IP: C_IP 

Destination MAC: BDCT_MAC 
 
Thus, we observe that C will not acknowledge such a 
packet and the intended handshake will not take place. 
Instead, the same packet will be retransmitted from B to C  
over and over again, effectively resulting in a denial of 
service attack on B. By continuously sending out ARP 
packets to B from A to poison B’s ARP cache, at a rate 
faster than the TTL of the cache (operating system 
specific), it is possible to cause a permanent denial of 
service attack on B, assuming no intrusion detection 
systems or other defense mechanisms are incorporated. 
     
However, by incorporating conventional ARP spoofing 
techniques  [7], it is possible to make the three-way 
handshake between B and C successful, so that the packets 
originating from B, destined to C, and vice versa, may be 
monitored by making them pass through A, and continuous 
communication between B and C would still be possible. 
Two packets with the following parameters must be crafted 
by A: 
 

ARP Packet 1 
 

Source IP: B_IP 
Source MAC: B_MAC 
Destination IP: C_IP 

Destination MAC: C_MAC 
Contents: B_IP is at A_MAC 

ARP Packet 2 
 

Source IP: C_IP 
Source MAC: C_MAC 
Destination IP: B_IP 

Destination MAC: B_MAC 
Contents: C_IP is at A_MAC 

 
Note that ‘IP Forwarding’ must be enabled at A. If not, 
denial of service would result on both B and C. This 
however, is an operating system implementation specific 
issue, and is beyond the scope of this paper. 
 
We extend this approach of crafting ARP packets to making 
both the source and destination believe that the other is 
physically located at BDCT_MAC. The network bandwidth 
is then monitored. We are interested in initial TCP 
handshake packet behavior and HTTP packet behavior. 
Shown below are our observations on an isolated LAN 
where A sends these ARP packets to B and C. 
 

 
Figure 4: Normal HTTP Behavior 

 
These figures show the bandwidth consumption of the 
interface being monitored with respect to time. The sharp 
rise indicates the HTTP GET request being answered 
[Figure 4] and subsequent bandwidth is consumed during 
downloading a webpage. The initial negligible rise before 
the sudden peak is the three-way TCP handshake [Figure 
5]. Evidently, only a fraction of the bandwidth is consumed 
during this handshake, as compared the rest of the 
bandwidth utilization occurring while downloading a 
webpage.  
 

 
Figure 5: TCP Handshake  

(Zoomed Initial Phase of Fig. 4) 
 



More erratic bandwidth utilization is observed once the 
attack is in progress. When B tries to connect to the web 
server on C, it must first establish the three-way TCP 
handshake. Thus, B sends an initial TCP {syn} packet [8]  
to C_IP, which is meant to reach the location C_MAC, but 
actually gets destined to BDCT_MAC due to our attack 
conditions. When this packet arrives at C_IP, it fails to get 
recognized and the host C does not reply back with the 
expected {syn, ack} packet. A timeout occurs and the initial 
{syn} packet is retransmitted by B destined to C (but 
BDCT_MAC rather than C_MAC as long as the attack is in 
progress). This process occurs a number of times [Figure 
6], as long as B keeps trying to connect to C while the 
attack is in progress. 
 

 
Figure 6: Zoomed Initial {syn} Packet Retransmission 

 
From the following overlapped comparison [Figure 7],  it  
follows that while the attack is in progress, multiple {syn} 
packets are broadcast across the network. While a 
successful handshake would not use up more than three 
packets, the attack conditions make the victimized host 
generate multiple packets during the same time duration. 
The number of these multiple packets generated across the 
network by a victimized host may be generalized by the 
expression: 
 

Npackets = Nhosts  * Nattempts 
 

where, 
Nhosts denotes the number of online hosts under the 
network segment that receive the broadcast packet. 
 
Nattempts denotes the number of connection retries 
before terminating the attempt. 

 

 
Figure 7: Successful Handshake vs. Retransmitted {syn} Packet 

Bandwidth Utilization  

Incase of conventional Windows systems, Nattempts is usually 
equal to three. Thus, the number of unwanted packets 
generated across the network is directly proportional to the 
number of online hosts that receive the broadcast. Such a 
condition can lead to network congestion when the number 
of online hosts  is large. 
 
B. ICMP/PING Packets 
 
Normally, when host B tries to PING host C [9, 10], an 
ICMP Request packet is sent to B’s IP address. Similarly, in 
normal conditions, host C returns an ICMP Reply packet 
back to host B. It is a well known fact that ARP is  a non-
routable protocol. Thus, limiting this discussion to a 
network segment under a single router/LAN, ARP related 
issues come into the play. The following paragraphs talk 
about our observations about the ICMP/PING tool behavior 
under Microsoft Windows and Redhat Enterprise Linux. 
 
In our attack strategy, we define three players, i.e. the 
victim, gateway and attacker. In all cases, the attacker is the 
Linux host on which our implementation is running. We 
then perform a series of PING attempts from the victim to 
the gateway and vice versa, considering all combinations of 
the operating systems being tested. The first attack strategy 
(single host broadcast) is where the victim is made to 
believe that the MAC address of the gateway is BDCT_MAC 
after which, the PING operation is performed from both 
locations, while in the second attack strategy (host-cum-
gateway broadcast attack), before the PING operations, we 
poison the ARP cache of both the victim as well as the 
gateway, making each one think that the other host’s MAC 
address is BDCT_MAC. 

 
V. ATTACK RESULTS 

 
Note that under networks equipped with intrusion detection 
systems  [11], such an attack will not be successful since 
such network activity can be easily detected. However, the 
purpose of our strategy was different from that of 
conventional ARP spoofing, and thus we ignore this fact.  
 
A. Single Host Broadcast Attack  
 
When we poison the Windows ARP [Table 1.a] cache and 
try to PING the Linux host, the ICMP Request is received 
at the gateway and the ICMP Reply is issued and 
successfully received back and recognized by the victim, 
thus making the attack unsuccessful. In spite of having 
poisoned the Windows cache, the attack was unsuccessful. 
 
Once the Windows host has been poisoned [Table 1.b] , the 
gateway would obviously be able to PING the victim as its 
cache has not yet been poisoned. This is not an interesting 
case from the attacker’s point of view. 
 
When we poison the Linux ARP cache and try to PING the 
Windows host [Table 1.a], the ICMP Request is received at 
the gateway, but this is because the gateway MAC is a 



 

 
 

 
subset of BDCT_MAC and hence besides the rest of the 
network, the Windows host also receives this ICMP 
Request packet. However, the Windows host does not issue 
an ICMP Reply packet back to the victim. Needless to 
mention, the Linux host is forced to believe that the 
Windows gateway is down. 
 
Once the Linux host has been poisoned [Table 1.b], the 
Windows gateway does not recognize ICMP Reply packets 
arriving from the victim and is forced to believe that the 
victim host is down. 
 
B. Host-cum-Gateway Broadcast Attack  
 
When the ARP cache of both hosts is poisoned [Table 1.c], 
they are forced to believe that the other host is located at 
BDCT_MAC and this leads to interesting results. The 
Windows host sends an ICMP Request to BDCT_MAC, thus 
it also reaches the Linux host. The gateway issues an ICMP 
Reply packet and sends it out to BDCT_MAC but this packet 
is not recognized by the victim even though it physically 
arrives at the victim. Thus, the victim displays a Request 
Timed Out error even though the destination host is up. 
 
When the ARP cache of both hosts is poisoned [Table 1.c], 
and the Linux host is considered to be the victim while the 
Windows host is considered to be the gateway and the 
victim tries to PING the gateway, the ICMP Request packet 
is received at the gateway, but it does not send back an 
ICMP Reply packet to the victim. Thus, the victim is forced 
to again believe, that the gateway host is down, in spite of 
its being alive. 
 
The reversed case of ‘Gateway à Victim PING’ [Table 
1.d] is actually the same as the last two cases discussed in 
the case of a host-cum-gateway broadcast attack. In both 
cases, the destination appears down, when it is actually up 
and alive. 
 
 

 
C. Network Error Detection under Windows 
 
In case of the host-cum-gateway broadcast attack, when we 
victimize the Linux host, the Windows host detects a 
network error and reports that another system on the 
network is using the same IP address as that of the 
Windows host.   
 
D. Inference: Single Host Broadcast Attack  
 
The attack is feasible only under a particular network 
segment or router since we are manipulating ARP packets, 
which are not routed outside the home network. An active 
host seems to be down when it does not reply to ICMP 
Request packets even after receiving them. This situation 
occurs since the destination host C receives an ICMP 
Request packet addressed to {C_IP, BDCT_MAC} rather 
than the expected {C_IP, C_MAC} combination. A host 
will also appear to be down when ICMP Reply packets are 
not sent back to the source in spite of having received 
ICMP Request packets by the destination. This occurs 
incase of the host-cum-gateway broadcast attack.  
 
Complementary to this weakness is the other (already 
known and documented) ICMP weakness which enables an 
attacker to make the source believe that the destination host 
is down, by forging the IP address of the destination. In 
other words, this already known weakness makes the ICMP 
vulnerable by relying on IP spoofing, while this paper talks 
about using ARP spoofing to achieve similar aftermaths.  
 
E. Inference: Host-cum-Gateway Broadcast Attack  
 
Under this attack strategy, we are completely able to 
compromise Linux and Windows gateways that receive 
PING requests from Windows and Linux hosts  respectively. 
In other words, the Windows host was successfully 
victimized since it did receive ICMP Reply packets from 
the gateway but failed to recognize them and displayed the 
Request Timed Out error, even when the Linux gateway 



was up and alive. This scenario suggests that the Linux host 
is not wise enough since it accepts BDCT_MAC as the 
destination MAC and sends back ICMP Reply packets to 
the source. It also suggests that the Windows host is not 
intelligent enough in the sense that it does not recognize 
ICMP Reply packets if they are destined to BDCT_MAC, 
which is different from its own MAC (BDCT_MAC  
B_MAC).  
 

VI. FUTURE WORK 
 

The eight cases described in the previous section involved 
one operating system trying to PING another, both being 
different from one another. We intend to extend our attack 
strategy between similar operating systems (Windows à 
Windows and Linux à Linux PING) and compile these 
results and inferences. 
 
The network error detected on the Windows host is 
expected to be generated on multiple Windows hosts by 
simply poisoning the cache of a single or multiple hosts 
using the host-cum-gateway broadcast attack module of our 
implementation. This observation needs to be verified upon 
implementation. 

 
VII. CONCLUSION 

 
In case of the host-cum-gateway broadcast attack, the PING 
utility under Windows proves to be unintelligent since it 
does not recognize ICMP Reply packets unless they are 
destined to the Windows host MAC address. This is a very 
controversial situation since one may argue that if it were to 
accept any other MAC address, other factors  may be 
compromised. However, the whole debate undoubtedly 
does give rise to a surfacing weakness of the Internet 
Control Message Protocol itself. 
 
The Linux host may be considered unintelligent as it replies 
to ICMP Request packets even if they are not destined to 
the Linux host’s MAC address. If a Windows host receives 
ICMP Request packets destined to anything other than its 
own MAC, it does not issue ICMP Reply packets. Though 
this sounds intelligent, it goes without saying that this very 
host would appear to be down even when it is up and alive, 
making our attack strategy successful. 
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